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Abstract
This paper presents a preliminary report on the legal
liabilities that might arise from the use of a particular  type
of artificially intelligent software, specifically medical
diagnostic expert systems. The paper proposes an in depth
study of the relevant theories of law, especially product
liability, and the liabilities that may be incurred by the
developer of this type of software.
Introduction
Since the mechanization of the world, man has been
striving to advance society through the use of technology.
This is also the case within the medical profession.
Research is constant; when it is successful, the public lives
longer and with fewer health concerns. The field of
information systems can play a key role in these medical,
technological advances. Medical diagnostic software is
the use of a computer system to provide support to the
diagnostician. Its contemporary uses have focused on
diagnosing patients with conditions that medical expert
systems can detect. Medical diagnostic software is useful
to society due to the public benefit that it can provide. The
benefit lies in its relationship with the medical technology.
If the medical profession views this software as a solution
and tool, its usage will gain the confidence of its users.
Advancements can be made that will improve the ease,
speed and accuracy of diagnosis. Product liability and its
relation to medical diagnostic software are a topic of great
interest when the resultant conditions affecting the
consumer, the patient and the marketplace are considered.
This study investigates how medical diagnostic software
relates to product liability.
Importance of Research
Research in this field of information systems is vital to
future advancement of humanity.  The IT community must
understand the complexity of its actions.  Banville and
Landry stated, “methodological pluralism is a position that
favors a diversity of methods, theories, even philosophies,
in scientific inquiry.”  This inquiry relates to the legal
consequences of innovation. The users must be in accord
with the practices of IT inventors. Advancement within
any field requires temperance and responsibility.
If researchers and designers of medical diagnostic
software are not aware of their liability, a problem arises.
Innovative actions undertaken blindly may be destructive
to society when they intend them for advancement.  The
responsibility must rest squarely with the innovator and
those who set created these innovations.  Medical
diagnostic software is a product that is viewed and should
be held to the standard of a human expert. Therefore, the
creator of diagnostic software must bear expert
responsibility. It should not be the standard of a physician,
but of a professional hence, the professional standard of
care.
 It is hoped that a number of things will be learned from
this research. This study should serve as a guide for not
only patients and creators of software, but also for all
parties that could be held liable in a suit. There have
already been several lawsuits in this area. Information is
the most valuable resource that this inquiry will produce,
as well as clarity. The gravity of creating a product that
interacts so closely with human life should also be
realized.
Background
Product liability relates to the area of law called torts.
Legal dictionaries define a tort as a “civil wrong other
than a breach of contract” (Prosser, 1994). The party
involved must prove that harm resulted from their
interaction, directly or indirectly with the product in
question. Product liability is defined as “an action in
which an injured party (plaintiff) seeks to recover
damages for personal injury or loss of property from a
seller (defendant), when it is alleged that the injuries
resulted from a defective product” (Helms and Hutchins,
1992, p. 36).
“There are three types of defects that constitute a cause
of action: design defects, manufacturing defects, and
defects arising from a failure to warn of the dangers of a
product” (Gannon, 1990, p. 420). A design defect is a
flaw that is prevalent in all models of a product. An
example of this would be a bug in all of the programs
published by a company. A manufacturing defect is an
unexplained or atypical occurrence in the product line.
For example, this would be the defect in a program when
a certain application is used. Finally, a warning defect is
divided into two areas: failure to warn of a known danger
or risk to the user and an inadequate warning. This would
not allow the user to be aware of all known risks in a
thorough and complete manner.
Legal standards and doctrines exist that are vital to
proving or disproving claims. These include state of the
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art, custom of the industry and the crash worthiness
doctrine. State of the art is a term that refers to the
technology within the industry. If a product is considered,
“current” so to speak, with the rest of the industry it is
“state of the art.” In contrast with this is a custom of the
industry. The key difference in the two terms is that
simply following a custom of the industry does not exempt
a manufacturer from being found negligent. The
compliance with a custom or practice in the industry does
not safeguard the manufacturer or producer from a
lawsuit. The legal field describes a vehicle’s durability in
relation to “crash worthiness,” a standard not applied to
medical diagnostic software.
We call the compensation awarded to the plaintiff in a
lawsuit damages. Damages are divided into three areas:
nominal, compensatory and punitive. Nominal damages
are awards such as a $1, which is more of a symbolic
victory. This sort of award tells the plaintiff, “Yes you
were wronged, but not substantially enough to be awarded
a sizeable sum for the harm” (Prosser, 1994). The next
type of damages is compensatory damages are those type
of settlement awarded to the plaintiff for things such as,
lost wages, hospitalization, or loss of economic
advantages or opportunities due to the harm suffered.
They can calculate the compensation of these damages in
concrete terms. The final and most common types of
damages are punitive damages, which are meant to punish
the defendant. The awards include not only, just
compensation for the harm suffered, but also for things
such as pain and suffering, emotional distress or
compensation for the loss of human life. Punitive damages
are meant to send a message to the plaintiff and society
that there was an egregious wrong done and this is the
form of retribution (Prosser, 1994).
Punitive damages would most likely be awarded in
medical diagnostic software claims. The reason for this is
that software lawsuits would fall into the same category at
the tobacco suits of recent years. The rationalization is
that the consumer or patient put its trust in the medical
software and it harmed him/her. The court is trying to
return the plaintiff to his or her original state before any
interaction with the agent that caused the harm (Prosser,
1994).
The only other area of law that is relevant to this
discussion is contract law. A contract involves several
elements; it must contain an offer, an acceptance and
consideration. After a breach of a contract has occurred,
three theories of recovery are available: expectation,
reliance and restitution. These contractual theories would
not involve tort law, but rather contract law. These
contractual disputes would arise between the software
producer and the buyer (hospital). The standards of
liability that are most appropriate to examine in
connection with software are strict liability, negligence
and professional liability. Strict liability is the idea that no
matter what standard of care was undertaken; any
occurrence of harm will find the individually strictly
liable. “This theory of liability hold manufacturers as well
as everyone else in the chain of distribution of the product
liable, without regard to fault, for physical harm or injury
to a person or their property” (Phillips, 1994, p. 163).
Realizing that liability can still arise in spite of all due
care being exercised is important. The Second
Restatement of Torts section 402a is the basis for strict
liability. The issue is what standard should be applied to
the actions of an individual. Negligence is lack of ordinary
care. It is a failure to exercise that degree of care that a
reasonably prudent person would have exercised under the
same or similar circumstances. Products traditionally are
associated with strict liability, while services are
associated with a negligence standard (Gill, 1986). So
when examining the topic at hand, one wonders if the
hospital is offering a service and would therefore be held
to a standard of negligence. 
When defining medical diagnostic software realizing
that it is typically an expert systems designed to provide
support to trained medical professionals is important. The
typical medical expert system includes a knowledge base,
an interference engine, and user-supplied data (Gill,
1986). Another definition is that it includes any
computerized system that provides its user with guidance,
advice, decisions, suggestions, courses of action, or the
like, which are intended to, or are likely to, influence the
user's behavior. It contains knowledge which is
represented, either explicitly or implicitly, as derived from
the data and logical rules that would be used by a human
being highly trained and knowledgeable in the subject
matter at issue. “In other words, the essential feature of an
expert system is that it is able to solve problems in its
particular area of expertise at a level of skill approaching
that of a human expert” (Lampkin, 1994, p. 2). Examples
of two medical expert systems are Caduceus and MYCIN.
MYCIN is an expert system that Ted Shortliffe developed
in 1970s. He designed the system to identify bacterial
infections and advise on a course of treatment. And
studies suggest that “it performs as well as faculty and
better than students at Stanford Medical School”
(http://www.bcp.psych.ualberta.ca).
Expert system designers and manufacturers face a
daunting task in creating a system that can replicate
human expertise. To make such performance realistically
obtainable, each expert system is limited to a narrow area
of expertise, for example, diagnosis of a specific
infectious disease. The system's area of expertise is called
its "domain," and the system itself is said to be "domain
bound." (Lampkin, 1994, p. 2). The user of the system
must determine when the problem that they are asking it to
solve is out of the scope of its domain or ability.
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Research question
The focus of this study will be the relationship and
interaction between medical diagnostic software and
product liability. Due to the ever-increasing role of
technology in our world, there is a need for accountability
and recourse against the creators and users of these
innovations. The research question to be explored will be
two fold, first, what is the culpability of the creator of
medical diagnostic software, and second, what degree of
defect is acceptable, if any, relative to medical diagnostic
software? This statement does assume that there is
culpability aside from that of the creator. Parties of
possible culpability include, the company that sells the
software, the organization (such as a hospital) that uses
the software, and the physician that use the software. With
this taken into consideration theories of law such as the
“Deep pocket” theory of law and joint and several
liabilities relative to whom a suit would be filed against
will be explored. This will provide a clear picture of
exactly who is liable and to what degree.
Within the research question several issues arise. First,
culpability must be determined and the degree of this
culpability and at what how much involvement the
medical diagnostic software product played. Culpability is
a separate consideration from liability. Liability is the
legal side of the burden of the harm, whereas, culpability
addresses who may not have as much money to lose but
shoulders blame as well. The variable deals with the
“creator” of the product. The creator must be identified
and justified as to why such a conclusion has been
reached. 
The research question addresses the degree of defect
that is acceptable. Here there are two variables, degree of
defect and acceptability. A scale, so to speak, must be
created to show where the defect lies. Acceptability of
such a defect is also subjective. The defect is acceptable
to whom, the industry, the patient or the courts? We will
resolve all these questions. The constraints of the research
question lie in how to find resources that will explain or
illuminate examples germane to the study.
There are a number of social and ethical issues that
closely relate to this inquiry that will not be addressed.
This examination of the topic will be based solely upon
fact and legal frameworks that are in place presently. Due
to the legal question involved, there is less of a question
as to perception relative to any conclusions drawn. The
legal doctrines are black and white, the application is
where there are some questions, however, and it is the
intent that past cases will eliminate any issues of clarity.
Review of Literature
Historically many cases addressed issues of technology
and harm that have occurred. In 1932, In re Eastern
Transportation Company v. Northern Barge Corporation.
H.N. Hartwell & Son, Inc. dealt with the use of weather
forecasting equipment and the liability of the user of such
equipment relating to an accident. Although this case does
not speak directly to the issue of medical diagnostic
software, it does involve the use of technology and
liability issues. From this initial point, the literature has
developed considerably.
A framework that traces the development of a product,
legal issues related to the development, and normative
measures that organizations can take to prevent legal
calamities is essential to understand issues further relative
to the subject matter. Understanding the liability issues is
important. “One major issue concerns the establishment of
liability for the decisions and recommendations made by
expert systems. All individuals involved with expert
systems are potentially subject to legal scrutiny”
(Mykytyn, et al, 1990, p. 27). Contracts are the primary
source of the liability and damages. The classification of
software as a good or a service affects the liability (Levy,
1990). “If classified as a good, the provisions of the
Uniform Commercial Code (UCC) related to damages and
warranties apply. Potential liability also exists under tort
standards” (Levy, 1990). Courts have not yet ruled
whether software can be considered a product for the
purposes of applying strict product liability. “Software
vendors can minimize their risk of liability in several
ways: 1. Contractual provisions, 2. Development and
marketing strategies 3. Relationship with licensees, and 4.
Product liability insurance” (Levy, 1990, p. 13). These
measures are necessary due to the increased risk of
lawsuits.
The authors focus their discussion on software, which is
developed for sale as opposed to in-house development.
Most legal actions arise between a vendor and purchaser.
“Although it is concluded that the legal liability of the
software developer is currently unclear and varies by
jurisdiction, the threat is nonetheless present and may
indeed be on the rise” (Sipior, 1998, p. 25). Joyce
proposes that “as part of a liability strategy, software
vendors should protect themselves through indemnity
clauses and liability insurance, and they should carefully
police their programming logic.” “Despite the intangible
nature of software, it may be classed as a product, since it
has several characteristics necessary for the definition of a
product. For example, software can be owned, it can be
passed on from person to person, and it can have errors
that can be corrected” (Joyce, 1987, p.  92).
There have been several articles specifically addressing
the issue at hand, as it relates to the UCC. In 1994, most
courts applied the Uniform Commercial Code to software
contracts (Phillips, 1994, p. 151). A journal article in the
California Law Review analyzes a proposed article of the
UCC. “Proposed Article 2B of the UCC would apply
product quality jurisprudence to an evolving property
form – the tangible/intangible hybrid that is the software
licenses” (Alces, 1999, p. 269). The article describes the
1610
drafters’ approach to the implied warranty of
merchantability, concluding that the draft’s formulation is
inconsiderate of commercial and jurisprudence realities
(Alces, 1999). The court ruled that the implied warranty
of merchantability failed to respond to the demands of
technologically sophisticated commerce.
Development and marketing of expert systems can
expose the developer to liability if its system is defective
and produces incorrect results or diagnoses (Sharpe,
1988). Sharpe addresses “Expert Systems: Liability of
Suppliers,” which is vital to understand the breadth of this
topic. “Many legal claims will be thwarted by legal
obstacles concerning the nature and extent of liability for
the provision of incorrect information. Contractual forms
of protection may help shield suppliers from unexpected
damage claims arising from the use of their systems”
(Sharpe, 1988, p. 129).
There are “two potential problems in the development
of expert systems: 1. error in the design of the software,
and 2. misuses of a properly designed system. Reports
have documented many cases in which computer failures
are suspected to be the cause of economic damage,
injuries and deaths” (Baram, 1987, p. 17). There are
several legal issues involved with artificial intelligence
systems some of these include: 1. contractual matters
associated with systems specifications, 2. acceptance
testing, 3. post-acceptance maintenance, 4. potential
responsibility for the consequences of users’ actions that
are based on an expert system’s erroneous output and 5.
governmental regulations of products or services
represented by an expert system — as presented by
Hyman, et al (1989). Their study identified some safety
analysis techniques 1. preliminary hazard analyses, 2.
failure modes and effects’ analysis, and 3. fault-free
analyses (Hyman, et al, 1989, p. 355). Another aspect of
the issue involves the liability of the domain experts. “If
the DE has not clearly identified the limitations and
constraints of the system, the way it is to be used, and the
environment for which it is specifically designed to
function, the DE may be liable for negligence or
malpractice, and possible breach of contract. A major
problem may be that alterations a user makes to the
system after it is delivered” (Lynn, 1993, p. 6). A number
of solutions are offered to this problem including proper
use of warranties and creating a limited partnership in
which the DE is a limited partner. In another article by the
previous authors addressing the legal liability of the
knowledge engineer (K.E.), it is stated that: “As a
principal/employer, the system developer is liable for the
negligent acts of his agent/employee (K.E.) committed in
the course and scope of the K.E.’s employment. The K.E.
also must be ready to defend his entries based on the
information provided by the domain expert and the K.E.’s
knowledge of the system environment” (Ibid.).
Mykytyn wrote a seminal piece regarding limitations of
systems developers’ legal liabilities, but restricted the
investigation to the two torts of strict liability and
negligence. They present the legal remedies based on tort
theories of liability. They introduce two examples of
faulty devices. These are the Therac-25; a device designed
to administer radiation treatment to cancer patients and a
patient controlled analgesia pump. In each case, there
were patient deaths due to programming errors. They
explain that if a defective system is the cause of the injury,
then the injured party can bring legal actions against the
parties involved in the development and use.
Case Law
Phillips cites three cases. Aetna Casualty and Surety v.
Jeppesen & Co.- an alleged defect in an instrument-
approach chart designed to aid pilots making instrument
approaches to airports contributed to an airplane crash.
The court found that there was a design defect, leading to
a strict liability cause of action. In the previous case, as
well as Brocklesby v. United States, the appeals court held
a publisher of an instrument approach procedure for
aircraft strictly liable for injuries due to the faulty
information contained in the procedure. “This case is
important for CBS developers because it shows that they
have a responsibility to ensure that products they present
as factual are verified by them to be such. Halstead v.
United States, an aviation navigation chart, which was
determined to be defective, resulted in a plane crash
(Phillips, 1994).  Birnhaum has inferred that since
software is a tangible expression of an idea that can be to
put to use, it is similar to the idea of a navigational chart
(Mykytyn et al, 1990). Consequently mass-marketed
computer programs were viewed by the court as products,
thereby allowing the application of strict liability.  The
negligence standard is met by proving that there was a
duty owed by the defendant. There must also be a breach
of that duty.
Lamkin addresses the application the law of negligence
to medical expert systems. He defines two questions, 1.
What standard of care should be required of individuals
involved in the development and use of these systems, and
2. How, if at all, could an injured plaintiff demonstrate the
requisite causation? He further defines a negligent
misrepresentation as “the making of an unintentional false
representation by a party who acted unreasonably in
determining the true facts, in the manner of expressing the
statement, or in making the statements in the absence of
necessary skill or competence to judge the accuracy of the
statement” (Lamkin, 1994, p. 4).
In conclusion, the importance of this inquiry can be
readily seen. The development of this area will have
financial, ethical and medical implications. The
advancements made in society should be utilitarian and
not loose sight of their purpose, to help humanity. These
advancements should be tempered with the notion that the
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goal is always to put the user in a position no worse than
before the use of the technology.
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